NudopmanuoHHas mnaMATKA JJI5 00y4alOIIUXCs sl pa3MelleHus Ha
o(puuuAJIbLHBIX HHTEPHETPecypcax

C KaXJIpIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTCS OOJIbIIIE, a IIKOJIBHUKHU OJTHU U3
CaMbIX aKTUBHBIX IOJIb30BaTeNeil Pynera. Mexy TeM, MOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MO>KHOCTEM, MHTEPHET HECET U NIPOOJIEMBI. DTa NaMATKa JODKHA TOMOYb TeOe 0€3011acHO
HaxouThes B ceTd. KomnbroTepHbie BUpychl KOMIIBIOTEpHBIN BUPYC - 3TO Pa3HOBUIHOCTH
KOMIIBIOTEPHBIX MPOTPAMM, OTIUIUTEIHLHON OCOOEHHOCTHIO KOTOPOH SIBJISIETCS CIOCOOHOCTH K
Pa3MHOXKEHHUI0. B 1omonHeHne K ’ToOMY, BUPYCHI MOTYT MOBPEIUTDH UITH TTOJHOCTHIO
YHUYTOXXHUTH BCe (Dailyibl M JaHHBIC, TOJAKOHTPOJIBHBIC MTOJIB30BATEI0, OT HMEHH KOTOPOTO ObLIa
3amyIieHa 3apakxeHHas IporpamMmma, a TaKKe MOBPEIUTh WIIH JaKe YHUUTOKUTH ONEPAITHOHHYIO
CHUCTEMY CO BceMH (aiiiamu B 11e710M. B OONBIIMHCTBE ClTydaeB pacpOCTPaHSIIOTCS BUPYCHI
4yepe3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEOHOCHBIX IPOrpamMMm:

1. I/ICHOHBSYﬁ COBPEMCHHBLIC OIICPAIMOHHBIC CUCTCMbI, UMCIOIIIUC cepbe3an71 YPOBCHb 3alIUThI
OT BPpCAOHOCHBIX IIPpOrpaMMm;

2. IlocTtosiHHO ycTaHaB/IMBal nauTy (U(GPOBBIE 3aMJIATKU, KOTOPbIE aBTOMATUYECKU
YCTaHaBIIMBAIOTCA C IEJIbIO IOPaOOTKH MPOTrpaMMBbl) U Apyrue 0OHOBJIEHUS CBOEH
orepanuoHHol cucteMbl. CKkauMBai UX TOJIBKO ¢ OQHUIHATBLHOTO caiita pa3padorunka OC. Ecnu
CYIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIICHUS, BKIIIOYH €T0;

3. Paboraii Ha cBoeM KOMIIBIXOTEPC IO ITpaBaMM I10JIb30BATCIIAl, 4 HC aAMUHUCTpPATOPA. 9TO0 HE
IIO3BOJIHUT 6OJ'H>H_II/IHCTBy BPCIOHOCHLBIX ITPOIrpaMM MHCTAJUIMPOBATLCA HAa TBOCM IICPCOHAIbBHOM
KOMIIBIOTEPC,

4. Vcnionb3yii aHTUBUPYCHBIE IPOIPAMMHBIE TPOIYKThI U3BECTHBIX TPOU3BOJUTEIIEH, C
aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBOTEPY AJIA IOCTOPOHHUX JIUIL;

6. Mcnonp3yil BHEIIHKME HOCUTEIN HH(OpMAaLIMY, TaKue Kak (remika, TUcK win (aiin u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTKphIBail KOMIIbIOTEpHBIE (haiiiibl, HOTYyYEHHBIE U3 HEHA/IEKHBIX UICTOYHHUKOB. [laxke Te
(aiinbl, KOTOpbIE MPUCIaT TBOW 3HaKOMBIH. Jlydllle yTouHM y HEro, OTIpaBJsil U OH TeOe UX.
Cetu WI-FI Wi-Fi - 310 He Buj niepeaayn JaHHBIX, HE TEXHOJIOTHSI, @ BCETO JIHIIb OPEH I, MapKa.
Eme B 1991 roay Hunepnanackas koMmnanus 3apeructpuponana opern "WECA", uto
o0o3Hauaio cioBocoueranue "Wireless Fidelity", koTopslii mepeBoauTcs Kak "OecrpoBoHAs
ToyHOCTH". J0 HamIero BpeMeHH Jioluia Apyras abopeBrarypa, KOTopast ABJseTCs TaKOH ke
TexHoJoruei. Ito abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha CTaHAAPT
BbIciIel 3ByKkoBoi TexHuku Hi-Fi, uto B nmepeBonie o3HavaeT "Bbicokas TOUHOCTR". [la,
OecIuTaTHBIA MHTEPHET-IOCTYII B Kade, OTENsAX U adpoIopTax SBISIETCS OTIIMIHON
BO3MOXXHOCTBIO BBIXO/Ia B MHTEPHET. HO MHOTHE 3KCIIEPTHI CYMTAIOT, UYTO 00MIe0CTyTHBIe Wi-
Fi cetu He aBnsoTCS 6€30MaCHBIMU.



CoBeTbl 110 6e30NaCHOCTH PaGoThI B 001eT0CTYNHBIX ceTsix Wi-fi:

1. He nmepenasaii cBoro nuunyro uHpopmaruio uyepe3 odmenocrynubie Wi-Fi cetu. Paboras B
HUX, JKEJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI U KaKUe-TO HOMEpa;

2. Ucnionw3yii 1 0OHOBIISIN aHTUBUPYCHBIC MPOTPAMMBI M OpaHaMayep. TeM caMbIM ThI
o0e3omnacuilb cedst OT 3aKaYyKy BUpYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonp3oBanuu Wi-Fi otkmoun dyaknuro "OOmmit goctyn K daitiaMm 1 mpuHTepam’.
JaHHast GyHKIUS 3aKphITA [0 YMOITYAHHIO, OJTHAKO HEKOTOPHIC MOJIb30BATEIIN aKTUBUPYIOT €€
TSl y10OCTBA MCTIOJIb30BaHUs B paboTe UiIH yueoe;

4. He ucnonb3yii nyonuunbiii WI-FI a1 nepegaun TMYHBIX JaHHBIX, HAIPUMED U1 BBIXOJIA B
COITMAIbHBIC CETH WJIM B DJICKTPOHHYIO MTOYTY;

5. Ucnionp3yit Toapko 3amuiiennoe coenquuenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B MmoOunsHOM Tenedone orkiroun ¢pyHkmuio "[loakmouenne k Wi-Fi aBromatuaecku". He
JIOITyCKali aBTOMaTHYECKOTO MOJIKIFOYEHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero coriacus.
Conumanbublie cetu ConualibHbIE CETH aKTUBHO BXOJST B HAIITy KH3Hb, MHOTHE JIIOJU padOTaloT
Y JKUBYT TaM MOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MUILTHAP]] YEIIOBEK, YTO SBIISCTCS
OJTHOM CeIbMOM BCEX KHTENEH TUIaHeThl. MHOTHE MOJIb30BATEIN HE IIOHMUMAIOT, YTO
uH(pOpMAIIKs, pa3MEIIEHHAs UMH B COITUAIBHBIX CETSIX, MOXKET OBITh HalIeHA M HCIIOJIb30BaHA
KEM yTOJIHO, B TOM YHCJIe HE 00s3aTeNILHO ¢ OJIATUMH HAMEPCHHSIMH.

OcHOBHBIE COBETHI 10 0€30IMACHOCTH B COIMAJIBHBIX CETAX:

1. Orpanuyb crucok Apy3ei. Y Te0st B Ipy3bsiX HE TOJDKHO OBITH CIYYalHBIX U HE3HAKOMBIX
JIIOAEH;

2. 3amuMiail cBoro yacTHYIO Ku3Hb. He yka3biBail mapoiu, TesnedoHsbl, aapeca, 1aTy TBOETO
POXJIEHUS U JPYTYIO JUUHYI0 HHPOPMALKIO. 30YMBIIIJIEHHUKH MOTYT MCIIOJIb30BaTh J1aXke
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3am1/11ua171 CBOIO PCITYyTAllMIO - ACPIKU €€ B HUCTOTC U 3aJ1aBait cebe BOIIPOC: XOTCI OBI ThbI,
YTOOBI APYTUe MmoJib30BaTCJIi BUACIN, YTO ThI 3arpy>1<aemb? HOHYMaﬁ, MMpEeKKAC YEM YTO-TO
OHY6J'II/IKOBaTB, HaIlucaTb U 3arpy3uThb,

4. Ecu ToI TOBOpHUIIb C JIIOAbMHU, KOTOPBIX HC 3HACHIb, HC I/ICHOHB3YI>'I CBOC pCAJIbHOC UM U
APYT'YHO JINYHYIO I/IH(I)OpMaI_II/II/IZ UMs, MECTO JKHUTCILCTBA, MCCTO y‘Ie6BI " 1Ipouce;

5. N36eraii pa3menienus ¢potorpaduii B IuTepHere, rae Thl N300pa’keH Ha MECTHOCTH, I10
KOTOPOM MOXHO OIIPENEIUTh TBOE MECTOINOJIOKECHHUE;

6. [1pu perucrpanuu B COLMAIBLHON CETH HEOOXOAUMO HCIOIb30BaTh CIOKHBIE MAPOJIH,
cocrosmue u3 OyKB ¥ QP U C KOTUIECTBOM 3HAKOB HE MeHee §;

7. 711 cOManbHOM CETH, TIOYTHI U IPYTHUX CAUTOB HEOOXOIUMO HCTIOIB30BaTh PAa3HBIC MAPOJIH.
Toraa ecnu Te0s1 B3IOMAIOT, TO 3JIOYMBIIIJICHHUKHU TOTy4YaT JOCTYH TOIBKO K OJJHOMY MECTY, a
HE BO BCE Cpa3y. DIEKTPOHHBIE IEHBI'H DIEKTPOHHBIE IEHBIH - 3TO OU€Hb YO0OHBIH CITOcO0



rIaTexeil, OJHaKO CYHIECTBYIOT MOIIEHHUKH, KOTOPHIE XOTST MOJTY4YUTh 3TH JIEHBIH.
DJIEKTPOHHBIE I€HbIY MOSBUIIMCH COBCEM HEJABHO U UMEHHO M3-3a 3TOr'0 BO MHOTHX
rocyapcTBax /10 CUX IOp HE IPONUCAHO PO HUX B 3akoHax. B Poccuu sxe onn
(YHKIMOHUPYIOT M O HUX YK€ MPONKCAHO B 3aKOHE, TJIE X Pa3JeisioT Ha HECKOJIBKO BUJIOB -
AHOHUMHBIE 1 HE aHOHUMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paszpelaeTcs MPOBOIUTH orepaly 0e3 uAeHTU(PUKAINH 110JIb30BaTEeNs, a B HEAHOHUMHBIX
uAeHTU(DUKAIIS TOIB30BATENs ABISETCS 00s13aTenbHON. Takxke cienyeT pa3nuiarh
3JIEKTPOHHbBIE (hUaTHbIE ACHBIU (PaBHBI TOCYAAPCTBEHHBIM BAaJIIOTaM) U 3JI€KTPOHHBIE
HeuaTHbIE JCHbIU (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM)

OcHoBHBIE COBeTHI 110 0e30MacHOi padoTe ¢ 3JIeKTPOHHBIMHM /IeCHbIAMMU:

1. ITpuBsbKU K cueTy MOOMIIBHBIN TeneoH. DTO caMblil YIOOHBIN U OBICTPBINA CIIOCO0
BOCCTaHOBUTH JOCTYII K cyery. [IpuBs3anHbiii TenedoH MOMOXKET, ecliu 3a0y/ellb CBOi
MJIATE)KHBINA MapOJIb WK 3aiiIelIb Ha CAUT C HE3HAKOMOI'O YCTPOICTBA;

2. I/ICHOHBSYﬁ OJHOPA30BLIC ITAPOJIH. ITocne nepexona Ha yCHJIICHHYKO aBTOpU3aIlUuIo TeOE yiKe
HE 6y,[[eT YIrpoKaThb OIIACHOCTB KPAKH HUJIN IEPCXBATA IJIATCIKHOTO IIAPOJIA;

3. Bribepu cnoxHbIi mapois. [Ipectynaukam OyneT He IpOoCTO yrajaath CIO0KHBIA Mapoib.
HanesxxHbie mapoiiu - 3To mapoJid, KOTOphIe CoiepKaT He MEHee 8 3HAKOB U BKIIFOYAIOT B CE0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, IU(PBI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0JUIapa,
¢dyHTa, BOCKJIMIIATENbHBIN 3HaK | T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINUHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIIb. DJIEKTPOHHAs II0UTa
DJIEKTPOHHAs II0YTA - 9TO TEXHOJIOTHSI U IIPEIOCTABIISIEMBIE €0 YCIIYTH 110 IIEPECBIIKE U
HOJIYYEHHUIO AJIEKTPOHHBIX COOOIEHUN, KOTOPbIE PACHPEEIAIOTCS B KOMIBIOTEPHON CETH.
OOBIYHO 3/IEKTPOHHBIN OYTOBBIN SAIIMK BBIMJISIIUT CIEIYIOIUM 00pa3oMm:
UMs_TI0JIb30BaTeNss(@uMs_JoMeHa. Takke Kpome nepeayu NpocToro TeKCTa, UMEeTcst
BO3MOXKHOCTb NepeaaBaTh (pailiibl.

OcHOBHBIE COBETHI 10 0e30MacHOi padoTe ¢ 3JTeKTPOHHON MOYTOIi:

1. Hayto BbIOpaTh mpaBUIIbHBIN TOYTOBBIHM cepBHC. B MHTEpHETE €CTh OrpOMHBIN BBEIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYyYIIE T0OBEPATh TEM, KOTO 3HAEIllb U KTO MEpPBbIH B
peuTHHrE;

2. He yxa3pIBaii B TMYHOM Mo4Te IMYHYIO HHpOopMaruto. Hampumep, nydiie BbIOpaTh
"My3bIKaibHbIN (aHaT@" uau "pokx2013" Bmecto "Temal3";

3. Mcnonp3yil IBYX3TallHYI0 aBTOPU3ALMI0. ITO KOTAAa IOMUMO MapoJs HY’KHO BBOAUTH KO/,
npucbUIaeMblil mo SMS;

4. Boibepu cioxHbBIN aposb. i KaKI0ro MOYTOBOTO SIUKA JOJKEH OBITh CBOM HAJIC)KHBIH,
YCTOWUYHMBBIN K B3JIOMY I1apOJIb;

5. Ecii ecTh BO3MOKHOCTB HaIMCaTh CaMOMY CBOM JIMYHBIM BOIIPOC, UCTIOJIBb3YH ATy
BO3MOKHOCTb;



6. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIIUKOB. [1epBbIi [ YaCTHOM MEPENUCKH C aJpecaTamMu,
KOTOPBIM ThI JOBEPSAEIIb. DTO MNIEKTPOHHBIN aipeC HE HAJ0 UCII0JIb30BaTh IIPU PETUCTPALIUN HA
dopymax u caiitax;

7. He oTkpbIBaii (paiiiel U Apyrue BIOKEHUS B MMUCbMAX, JIaXKe €CIIM OHU MPUIILIA OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (aiiibr;

8. ITocne okoHuaHMs pabOTHI Ha IOYTOBOM CEPBUCE MEPeE]] 3aKPHITHEM BKIIAJIKH C CAUTOM He
3a0yap Haxath Ha "Beriitn". KubepOymiuHr uimn BUpTyalibHOE U3aeBaTeabcTBo KubepOymmumar -
IpeciieI0BaHue COOOIIEHUSIMHU, COJIEPKAIUMU OCKOPOJIEHH S, arPECCHUI0, 3allyTHBAHUE,
XYJIMTaHCTBO; COIMATIbHOE OOMKOTUPOBAHHE C TIOMOUIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.
OcHoBHBIE cOBeThI 10 0opble ¢ KndepOyIJIMHIOM:

1. He ©pocaiics B 60i. Jlyumuit cioco0: MOCOBETOBATHCS KaK ce0sl BECTH U, €CIIM HET TOTO, K
KOMY MOXHO O6paTI/ITLCSI, TO BHAYAJIC YCIIOKOUTLCA. Ecnu THI HayHEIL OTBEYATH
OCKOPOJICHUSIMH Ha OCKOPOJICHHSI, TO TOJIBKO €Ille OOJIbIIE Pa30XkKKellb KOH(IHUKT;

2. YopaBinsii cBoel kubeppenyrauuei;

3. AHOHUMHOCTB B ceTd MHUMasA. CyIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTout BecTH XyIUraHCKU 00pa3 BUPTyalibHO ku3HU. THTEpHET GUKCUpYET BCE TBOU
JIEUCTBUSI M1 COXPAHSIET UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyIHUTEIIbHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii equHIYHbIN HeratuB. OTHOPA30BbIe OCKOPOUTENbHBIE COOOIICHUS Ty4Yllle
UrHopupoBaTh. OOBIUHO arpeccus mpeKpanaeTcs Ha Ha4aabHOW CTaNH;

7. ban arpeccopa. B nporpammax 00MeHa MTHOBCHHBIMH COO6I_I_ICHI/I$IMI/I, B COIMMAJIBHBIX CCTAX
€CTb BO3MOXXHOCTb 6HOKI/IpOBKI/I OTIIPpaBKH C006HleHI/II‘;I C OIIPCACIICHHBIX aAPCCOB;

8. Ecnu b1 cBUaeTens knubepOysuinara. TBou NeWCTBUS: BHICTYIIUTH MPOTUB MIPECIIEIOBATENS,
MOKa3aTh €MY, YTO €r0 JIEUCTBUS OLICHUBAIOTCS HETAaTUBHO, MOAIEPKATh )KEPTBY, KOTOPOI
HY>KHA TICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIIBIM O (haKTe arpeCCUBHOTO MOBEJCHMUS B
cetr. MoOunbHbIN Tenedon CoBpeMeHHbIEe cMapTQOHBI U MJIAHIIETHI COAEPKAT B ceOe BIIOTHE
B3pOCIIbII PYHKIIMOHAI, ¥ TETIEPh OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMU
KoMribroTepamu. OTHAKO, CPEACTB 3AIUTHI 17151 TOJAOOHBIX YCTPONCTB MOKA OYeHB MAaJIO.
TecTupoBaHuE M MOUCK YSI3BUMOCTEN B HUX IPOUCXOIUT HE TAK MHTEHCUBHO, Kak /s [IK, To
e caMmoe KacaeTcsl U MOOMIIbHBIX IpuiiokeHuil. CoBpeMeHHbIe MOOUIIbHBIE Opay3ephl yike
MPaKTUYECKH JIOTHAJIA HACTOJIbHBIC aHAJIOTH, OJTHAKO paclIMpeHne (PyHKI[MOHAIA BIICUYET 3a
c000# OOJIBIITYIO CJIOKHOCTH M MEHBIITYIO 3aIUIIICHHOCTh. [{anexo He Bce MPOU3BOAUTEIH
BBIMTYCKAIOT OOHOBIICHU S, 3aKPHIBAIOIINE KPUTHUECKUE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.
OcHOBHBIE COBETHI /1JIs1 0€30MACHOCTH MOOMJIBHOTO TeJie()oHa:

Huuero He sBnsieTcs mo-HacrosieMy OecriaTHbIM. bysib ocTOpoXeH, Beib Korja Tebe
npe/yiaratoT 6eCIuIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO TUIaTHBIE YCIIYTH;
Hymaii, npexe ueM otnpaButh SMS, ¢oto unm Buaeo. Thl TOUHO 3HaeIb, I1e OHU OYAYT B
KoHeyHOM uTore? Heo6xo1umMo 0OHOBIIATH ONEPallMOHHYIO CUCTEMY TBOETO CMapT(OHa;



Hcrnonb3yit aHTUBUPYCHBIE TTPOTpaMMBI JIJ1s MOOMIIBHBIX TeseonoB; He 3arpyskaii mpuioKeHus
OT HEU3BECTHOI'O UCTOYHMKA, BEJIb OHU MOTYT COZIEpKaTh BPEJOHOCHOE IIPOIPaMMHOE
obecnieuenue; Ilocie TOro Kak Thl BBIMCIIB C CaiiTa, TJI€ BBOJMII JINYHYIO HH(POPMAIIUIO, 3aii11
B HacTpoiiku Opaysepa u yaanu cookies; [leproamuecku npoBepsii, Kakue IIaTHbIE YCIyTH
aKTUBUPOBAHBI HA TBOEM HOMepe; JlaBaii cBOif HOMEp MOOMIILHOTO Tesle()OHA TOIBKO JHOISIM,
KOTOPBIX ThI 3HaelIb U KOMY JoBepselib; Bluetooth nomkeH ObITh BBIKIIIOUEH, KOT/IA Thl UM HE
nosib3yetbesi. He 3a0biBait mHOT A ipoBepsATh 3T0. Online urpsl CoBpeMeHHbIE OHJIAHH-UTPBHI -
3TO KpacOUHbIe, 3aXBaThIBAIOIINE Pa3BICUCHUs, 00BbEIUHSIOIINE COTHHU ThICSY YEJIOBEK 110
BceMy Mupy. Urpoku uccieayroT JaHHBIH UM MHp, OOIIAIOTCS IPYT C APYTOM, BBIITOJIHSAIOT
3a/laHusl, CpaXKarTCsl C MOHCTPAaMU U MOJIY4aroT OIBIT. 3a YA0BOJIBCTBUE OHM IIJIATST: MOKYIAtOT
JIMCK, OTJIAYMBAIOT a00OHEMEHT WJIM MTPUOOPETAI0T Kakue-To OnuK. Bee 3Tu cpencTBa uayt Ha
NoJ/Iep)KaHue U Pa3BUTHE MBI, & TAK)KE HA caMy 0€30MaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMBI
aBTOPH3AIIMHU, BBITYCKAIOTCS HOBBIE MATUM (LM(POBBIC 3aIUIATKU AJISl IPOTPAMM ), 3aKPBIBAIOTCS
ySI3BUMOCTH cepBepOB. B M0oI00OHBIX UTPpax CTOUT OnacaThCsi He CTOJIBKO CBOUX COMEPHUKOB,
CKOJIBKO Kpa)Kyl TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPHU3AIMH OOJILIITUHCTBA UT.
OcHOBHBIE COBETBHI 10 0€30MaCHOCTH TBOEr0 HTPOBOr0 AKKAYHTA:

1. Ecniu apyroit urpok BeneT ceOs III0X0 WK CO3AaeT Tebe HeMPUITHOCTH, 3a0JI0OKUPYil ero B
CIIUCKE UTPOKOB;

2. [loxkanyiicd aqMUHUCTPATOPaM UI'Pbl Ha MJIOXOE MOBEJECHUE 3TOT0 UTPOKA, KEJIATEIbHO
HPUIIOKUTH KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii tn4uHyto HHPOpMAIUIO B podaiiine urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuIIHaIbHbBIE TATYH U MOJIBI;

6. Vcrionb3yil CIOXKHBIE M pa3HbIe MAPOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIOYaTh aHTUBHUpPYC. [Toka ThI Urpaerib, TBOW KOMIIBIOTEP
MOTYT 3apa3uTh. OUIIMHT WM Kpa)ka JIMYHBIX AaHHBIX OOBIYHOM Kpaxel JeHer U JOKYMEHTOB
CEeroJiHs y’e HUKOTO He YAUBHIIb, HO C Pa3BUTHEM MHTEPHET-TEXHOJIOTUH 31I0yMBIIIUIEHHUKH
NEepeMECTUIINCh B UHTEPHET, U MIPOA0JDKAIOT 3aHUMaThes "moOouMbIM" 1en1oM. Tak nosBuiach
HOBAsl yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUIIMHT, TJIaBHAS 1I€7Th KOTOPOTO COCTOUT B
MOJTyYeHUN KOH(PHUICHIIMANBHBIX JTaHHBIX MTOJIb30BATENCH - IOTHHOB U maposiei. Ha anrimiickom
a3bike phishing yntaercs kak ¢pummHr (ot fishing - pei6Hast o, password - naposb).
OcHoBHBIE COBETHI 110 00pbOe ¢ GUIIUHIOM:

1. Cnenu 3a cBonM akkayHTOM. Ecim ThI mo103peBaelib, 4To TBOS aHKeTa ObLIa B3JIOMaHa, TO
He00X0UMO 3a0JI0KHPOBATh €€ U COOOIIUTH aIMUHHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Ucnonw3yit 6e3omacHbie BEO-CalThI, B TOM YHCIIE, MHTEPHET-MAara3nHOB M MTOUCKOBBIX CUCTEM;
3. Ucnonw3yit ciioxHbIe B pa3HbIe apoiid. TakuM 00pa3om, eciau TeOs B3IIOMAIOT, TO
3JI0YMBIIUICHHUKH MTOTy4aT TOCTYM TOJIBKO K OJJHOMY TBOEMY ITPO(IITIO B CETH, a HE KO BCEM;



4. Ecnu Te0s B37I0MaJIH, TO HEOOXOAMMO TPEIYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
n00aBIeHBI y TEOS B IPY3bIX, O TOM, YTO TEOs B3JIOMAaIH U, BO3MOXKHO, OT TBOETO UMEHU Oy/eT
pacchuIaThCs CIlaM M CCHUTKU Ha (PUITUHTOBBIC CANTHI

5. Ycranosu HanexHbli naposs (PIN) Ha MOOHIBHBIN TenedoH;
6. OTKJII0OYMN COXpaHEeHHUEe MapoJist B Opaysepe;

7. He oTkpsiBaii ¢ailyibl U Apyrue BIOKEHUS B IMCbMaX, AaXKe €CIIM OHM IMPULIM OT TBOUX
npys3eil. Jlydiie yTouHM y HUX, OTHPAaBIIsUIM JIM OHU Tebe 3TH (aiiibl. Ludposas penyramms
[udposas penyTanuus - 3T0 HeraTUBHAsI WM NO3UTUBHAS MH(OpMAIHS B CETH O Tebe.
Komnpomerupyromas nHdopmarus, pa3melieHHas B UHTEPHETE, MOKET CEphE3HBIM 00pa3oM
OTpa3uThbCs Ha TBOEH peanbHOH ku3Hu. "Ludposas pemyranus” - 3T0 TBOI UMUK, KOTOPBINA
dbopmupyetcs u3 nHbopMaIuu o Tebe B UHTEpHETE. TBOE MECTO KHUTEILCTBA, YIeObI, TBOE
(uHAHCOBOE TIOJIOKEHUE, OCOOEHHOCTH XapaKTepa U paccKas3bl 0 OJU3KHX - BCE ATO
HAKaIUIMBAETCS B CETU. MHOTHE OAPOCTKHU JIETKOMBICIICHHO OTHOCSTCS K ITyOIMKAIUY JIMIHON
uHpopmanuu B IHTEepHEeTE, HE MOHMMAasi BO3MOXHBIX MOCIeICTBUM. Thl 1axke HE cMOKelllb
J0rajiaTbCst 0 TOM, 4To (poTorpadus, pa3melieHHas 5 JeT Ha3aj, cTaja MIPUYUHON OTKa3a
npuHATH T€0s Ha paboTy. KomMenTapum, pa3menienue TBoux (otorpaduii u apyrue neicTBus
MOTYT HE UCUE3HYTb Ja)ke IOCJIe TOTr0, KaK Thl UX yJIaJHIb. Thl HE 3HACIIb, KTO COXPAHUI 3Ty
UH(OPMAIIKIO, TIONaJIa JIK OHA B TOMCKOBBIE CUCTEMBI M COXPAHMJIACh JIH OHA, a TJIABHOE: YTO
MOIYMAIOT O TeOEe OKPYKAIOIIKE JIFOIM, KOTOPbIe HAalAYT U yBUIAT 9T0. Haiitn nadopmarmio
MHOTO JIET CITYCTSI CMOXET JF000i - Kak n3 J0OPBIX MOOYKICHNUH, TaK U C HAMEPEHUEM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OcHoBHBIE COBETBI 110 3a1UTe NM(pPOBOI pennyTanuu:

1. [Tonymaii, mpesk/ie 4eM 4To-To MyOIMKOBATh U NepeaBaTh y ceds B 010re WiIK B COLUATBHON
CETH;

2. B Hactpoiikax npo¢uis ycTaHOBU OTpaHUYEHUS] Ha IPOCMOTP TBOETO MPOQUIISL U €ro
COJIEP’)KUMOT0, CIIENal €ro TOJIbKO "Il Ipy3en';

3. He pa3menaii u He yka3biBali HHPOPMAIIUIO, KOTOPask MOXKET KOTO-THO0 OCKOPOISATH UK
00MXKaTh.

ABTOpCKOE TTPaBo

CoBpeMeHHbIE IIKOJIbHUKHU - aKTUBHBIE TI0JIb30BaTENN LU(POBOro mpocrpancTsa. OnHako
JlaJIeKo He BCE 3HAIOT, YTO MOJIb30BaHNE MHOI'MMHU BO3MOXKHOCTSMHU IIU(PPOBOro Mupa Tpedyer
cOOJIIO/ICHHSI TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTh. TepMUH "MHTEIIEKTyanbHas
COOCTBEHHOCTB'" OTHOCHTCS K Pa3TUYHBIM TBOPEHHUSM YEJIOBEYECKOTO yMa, HAYMHAs C HOBBIX
n300peTeHuil 1 3HaKoB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U 3aKaHUYMBas
KHUTaMH, GpoTorpa@usamu, KHUHOQUIbMaMH U My3bIKaJIbHBIMU POU3BEIECHUSIMU. ABTOPCKHE
IpaBa - 3TO IpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH, JINTEPATYpPbI
1 UCKYCCTBA. ABTOPCKHE ITPaBa BBICTYNAIOT B KAYECTBE rapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPY/ aBTOpa HE OyAET HallpacHbIM, JaCT €My CIPaBeINBbIE
BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPY/Ia, MOJYYUTh U3BECTHOCTD U IIPU3HAHME.
Huxkro 6e3 pa3pemnieHust aBTopa He MOXKET BOCIIPOU3BOAMTE €0 MPOU3BECHNE, PACIPOCTPAHSTH,



MyOGIMYHO IEMOHCTPUPOBATH, MPOAaBaTh, UMIIOPTUPOBATH, ITYCKATh B IPOKAT, MYOJIUYHO
UCTIOJIHATH, IOKA3bIBATh/UCIIONIHATH B A(upe WK pazmemiats B UuTepHere. Mcnonb3oBanue
"IUpPaTCKOro" MPOrpaMMHOI0 00eCIIeYeHUsI MOXKET IPUBECTH K MHOTUM PUCKaM: OT MTOTEPH
JTAHHBIX K TBOUM aKKayHTaM J10 OJIOKMPOBKHU TBOETO YCTPOUCTBA, I/Ie YCTAHOBJICHA HeJleralbHast
nporpamma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYIOT JeTAIbHBIE U OCCIIaTHBIE
MIpOrpamMMbl, KOTOpbIe MOXHO HaTH B ceTH. O noprasie CeTeBUYOK.p( - TBOM TIIaBHBIN
COBETYHUK B CETH. 371€Ch Thl MOXKEIIb Y3HATh O O€30MaCHOCTH B CETH MOHATHBIM U JOCTYITHBIM
A3BIKOM, a PU BO3HUKHOBEHUH KPUTUYECKOM CUTyalluu OOpaTUTHCS 3a COBETOM. A TaKkxke
MPUHSTH YYaCTUE B KOHKYPCAaX U CTaTh CAMbIM LIU(PPOBBIM IPaXK IaHUHOM !



